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DETAILED ACTION 



This non-final action is in response to the Request for Continued Examination filing of 
1 1/17/2008. Claims 1-62 are pending and have been considered as follows. 



Examiner Note 

The Applicant appears to be attempting to invoke 35 U.S.C. 1 12 6 th paragraph in Claim 

62 by using "means-plus-function" language. The Examiner notes that the claims appear to pass 

all of the three-prong test used to determine invocation of paragraph 6. Therefore, 35 U.S.C. 112 

6 th paragraph has been invoked when considering these claims below. 

A claim limitation will be presumed to invoke 35 U.S.C. 112, sixth 
paragraph, if it meets the following 3-prong analysis: 

(A) the claim limitations must use the phrase "means for " or "step for; 

(B) the "means for " or "step for " must be modified by functional 
language; and 

(C) the phrase "means for " or "step for " must not be modified by 
sufficient structure, material, or acts for achieving the specified function. 
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Allowable Subject Matter 

1. Claims 6, 7, 10, 22, 25, 37, 38, 40, 51, & 59 are objected to as being dependent upon a 
rejected base claim, but would be allowable if rewritten in independent form including all of the 
limitations of the base claim and any intervening claims. 

The examiner notes that these limitations and particularly in combination with the aspects 
found in their parent claims which clarify precisely how the applicants' invention 
achieves the controlling/adjusting of "path length" which appears if brought into 
independent form would better distinguish the applicants' invention from the prior art of 
record; 

- The examiner also notes that the current claim language does not clearly claim what 
appears to be correction for phase error as suggested by the applicants' dependent 
limitations and Specification, perhaps better clarity with respect to this limitation would 
also better distinguish the applicants' invention from the prior art of record; 

Claim Objections 

2. Claim 15 is objected to because of the following informalities: 

- Claim 15 line 3 appears to be missing the term "training" before ". . .symbols. . ."; 
Appropriate correction is required. 
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Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

4. Claims 1, 11-13, 26, 27, & 41 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Wang (US-20030002670-A1). 

Claim 1 : 

Wang discloses a method of controlling path length in a quantum cryptographic key distribution 
(QKD) system comprising, 

- "receiving a signal identifying a plurality of (symbols as training symbols) over a QKD 
path" (i.e. "First, the sender 202 uses the detection of the first and second idler beam (il, 
i2) photons by the idler beam single-photon detector 220 as a condition for a successful 
communication") [page 4 para 33]; 

- "receiving the plurality of (training symbols) transmitted from a QKD transmitter over 
the QKD path via quantum cryptographic mechanisms" (i.e. "a successful detection of a 
first and second idler beam (il, i2) photon by the idler beam detector 220") [page 4 para 
33]; 

"controlling a length of the QKD path based on the received plurality of (training 
symbols)" (i.e. "When there is a discrepancy, the necessary phase change is adjusted to 
ensure that the encryption key string transmission occurs at a higher successful rate") 
[page 4 para 34]; 
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but, Wang does not explicitly disclose, 

- "symbols" and "training symbols," although Wang does suggest utilizing specialized 

photons for feedback and adjusting phase change, as recited below; 
however, Wang does disclose, 

"a first or second signal beam (si , s2) photon. . . phase change is adjusted" [page 4 para 

33 &34]; 

Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "symbols" and "training symbols," in the invention as disclosed 
by Wang for the purposes of providing a means for feedback. 
Claim 1 1 : 

Wang discloses a system configured to automatically initialize a length of a quantum 
cryptographic key distribution (QKD) path in a QKD system comprising, 

"a QKD receiver configured to determine whether (training symbols) are to be received 
and to receive training symbols from a QKD transmitter over the QKD path" (i.e. "First, 
the sender 202 uses the detection of the first and second idler beam (il, i2) photons by the 
idler beam single-photon detector 220 as a condition for a successful communication") 
[page 4 para 33]; 

"a phase shifting element disposed on the QKD path" (i.e. "When there is a discrepancy, 
the necessary phase change is adjusted to ensure that the encryption key string 
transmission occurs at a higher successful rate") [page 4 para 34]; 
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"processing logic configured to automatically initialize the length of the QKD path, using 
the phase shifting element, based on the received (training symbols)" (i.e. "When there is 
a discrepancy, the necessary phase change is adjusted to ensure that the encryption key 
string transmission occurs at a higher successful rate") [page 4 para 34]; 

but, Wang does not explicitly disclose, 

- "symbols" and "training symbols," although Wang does suggest utilizing specialized 
photons for feedback and adjusting phase change, as recited below; 

however, Wang does disclose, 

"a first or second signal beam (si , s2) photon. . . phase change is adjusted" [page 4 para 
33 & 34]; 

Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "symbols" and "training symbols," in the invention as disclosed 
by Wang for the purposes of providing a means for feedback. 
Claim 12: 

Wang discloses a computer-readable memory device containing instructions configured to 
control at least one processor to perform a method of controlling path length in a quantum 
cryptographic key distribution (QKD) system comprising, 

"receiving a signal identifying a plurality of (symbols) as (training symbols) over a QKD 
path" (i.e. "First, the sender 202 uses the detection of the first and second idler beam (il, 
i2) photons by the idler beam single-photon detector 220 as a condition for a successful 
communication") [page 4 para 33]; 
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"receiving the plurality of (training symbols) transmitted from a QKD transmitter over 
the QKD path via quantum cryptographic mechanisms" (i.e. "When there is a 
discrepancy, the necessary phase change is adjusted to ensure that the encryption key 
string transmission occurs at a higher successful rate") [page 4 para 34]; 
"controlling a length of the QKD path based on the plurality of received (training 
symbols)" (i.e. "When there is a discrepancy, the necessary phase change is adjusted to 
ensure that the encryption key string transmission occurs at a higher successful rate") 
[page 4 para 34]; 

but, Wang does not explicitly disclose, 

- "symbols" and "training symbols," although Wang does suggest utilizing specialized 
photons for feedback and adjusting phase change, as recited below; 

however, Wang does disclose, 



"a first or second signal beam (si, s2) photon... phase change is adjusted" [page 4 para 



Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "symbols" and "training symbols," in the invention as disclosed 
by Wang for the purposes of providing a means for feedback. 



Wang discloses a method of automatically controlling a path length in a quantum cryptographic 
key distribution system, the path comprising a first interferometer and a second interferometer 



33 & 34]; 



Claim 13: 



comprising, 
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"employing a phase shifting element in the second interferometer" (i.e. "When there is a 
discrepancy, the necessary phase change is adjusted to ensure that the encryption key 
string transmission occurs at a higher successful rate") [page 4 para 34]; 

- "automatically adjusting the phase shifting element to control the path length based on 
(training symbols) transmitted over the path via quantum cryptographic mechanisms" 
(i.e. "When there is a discrepancy, the necessary phase change is adjusted to ensure that 
the encryption key string transmission occurs at a higher successful rate") [page 4 para 
34]; 

"where the (training symbols) are distinguished from other types of (symbols) transmitted 
over the path" (i.e. "First, the sender 202 uses the detection of the first and second idler 
beam (il, i2) photons by the idler beam single-photon detector 220 as a condition for a 
successful communication") [page 4 para 33]; 

but, Wang does not explicitly disclose, 

"symbols" and "training symbols," although Wang does suggest utilizing specialized 
photons for feedback and adjusting phase change, as recited below; 

however, Wang does disclose, 

- "a first or second signal beam (si , s2) photon. . . phase change is adjusted" [page 4 para 
33&34]; 

Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "symbols" and "training symbols," in the invention as disclosed 
by Wang for the purposes of providing a means for feedback. 
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Claim 26: 

Wang discloses a system configured to automatically control a path length in a quantum 
cryptographic key distribution (QKD) system comprising, 

"a QKD path including a first interferometer and a second interferometer" (i.e. "A first 

light modulator. . .second light modulator") [page 3 para 26]; 

"a phase shifting element disposed in at least one of the first and second interferometers" 
(i.e. "When there is a discrepancy, the necessary phase change is adjusted to ensure that 
the encryption key string transmission occurs at a higher successful rate") [page 4 para 
34]; 

"processing logic configured to automatically adjust the phase shifting element to control 
a length of the path based on (training symbols) transmitted over the QKD path via 
quantum cryptographic mechanisms" (i.e. "When there is a discrepancy, the necessary 
phase change is adjusted to ensure that the encryption key string transmission occurs at a 
higher successful rate") [page 4 para 34]; 

"where the (training symbols) are distinguished from other types of (symbols) transmitted 
over the path" (i.e. "First, the sender 202 uses the detection of the first and second idler 
beam (il, i2) photons by the idler beam single -photon detector 220 as a condition for a 
successful communication") [page 4 para 33]; 
but, Wang does not explicitly disclose, 

- "symbols" and "training symbols," although Wang does suggest utilizing specialized 
photons for feedback and adjusting phase change, as recited below; 
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however, Wang does disclose, 

"a first or second signal beam (si , s2) photon. . . phase change is adjusted" [page 4 para 
33 &34]; 

Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "symbols" and "training symbols," in the invention as disclosed 
by Wang for the purposes of providing a means for feedback. 
Claim 27: 

Wang discloses a method of automatically controlling a path length in a quantum cryptographic 

key distribution (QKD) system comprising, 

"employing a feedback system in the QKD system" (i.e. "First, the sender 202 uses the 
detection of the first and second idler beam (il, i2) photons by the idler beam single- 
photon detector 220 as a condition for a successful communication") [page 4 para 33]; 
"where the QKD system comprises a first interferometer and a second interferometer" 
(i.e. "A first light modulator. . .second light modulator") [page 3 para 26]; 
"receiving (training symbols) transmitted over the path from the first interferometer to the 
second interferometer via quantum cryptographic mechanisms" (i.e. "First, the sender 
202 uses the detection of the first and second idler beam (il, i2) photons by the idler 
beam single-photon detector 220 as a condition for a successful communication") [page 4 
para 33]; 
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"where the (training symbols) are distinguished from other types of (symbols) transmitted 
over the path" (i.e. "First, the sender 202 uses the detection of the first and second idler 
beam (il, i2) photons by the idler beam single-photon detector 220 as a condition for a 
successful communication") [page 4 para 33]; 

"automatically controlling the path length, using the feedback system, based on the 
(training symbols) transmitted over the path from the first interferometer to the second 
interferometer" (i.e. "When there is a discrepancy, the necessary phase change is adjusted 
to ensure that the encryption key string transmission occurs at a higher successful rate") 
[page 4 para 34]; 
but, Wang does not explicitly disclose, 

- "symbols" and "training symbols," although Wang does suggest utilizing specialized 
photons for feedback and adjusting phase change, as recited below; 

however, Wang does disclose, 

- "a first or second signal beam (si , s2) photon. . . phase change is adjusted" [page 4 para 
33 &34]; 

Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "symbols" and "training symbols," in the invention as disclosed 
by Wang for the purposes of providing a means for feedback. 
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Claim 41: 

Wang discloses a quantum cryptographic key distribution (QKD) endpoint comprising, 

"a QKD receiver configured to receive (symbols) transmitted over a QKD path via 
quantum cryptographic mechanisms" (i.e. "First, the sender 202 uses the detection of the 
first and second idler beam (il, i2) photons by the idler beam single-photon detector 220 
as a condition for a successful communication") [page 4 para 33]; 

- "distinguishing (training symbols) from data (symbols) in the received (symbols)" (i.e. 
"When there is a discrepancy, the necessary phase change is adjusted to ensure that the 
encryption key string transmission occurs at a higher successful rate") [page 4 para 34]; 

- "a feedback system configured to control a length of the QKD path based on the received 
(training symbols)" (i.e. "When there is a discrepancy, the necessary phase change is 
adjusted to ensure that the encryption key string transmission occurs at a higher 
successful rate") [page 4 para 34]; 

but, Wang does not explicitly disclose, 

- "symbols" and "training symbols," although Wang does suggest utilizing specialized 
photons for feedback and adjusting phase change, as recited below; 

however, Wang does disclose, 



"a first or second signal beam (si, s2) photon... phase change is adjusted" [page 4 para 



Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "symbols" and "training symbols," in the invention as disclosed 
by Wang for the purposes of providing a means for feedback. 



33 &34]; 
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5. Claims 2-5, 8, 9, 52-58, & 60-62 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Wang (US-20030002670-A1) in view of Page (US-5 157461 -A). 
Claim 2: 

Wang discloses a method of controlling path length in a quantum cryptographic key distribution 
(QKD) system, and in Claim 1 above, but Wang does not explicitly disclose, 

- "estimating a phase error associated with transmission of the training symbols over the 
QKD path," although Page does suggest estimation error computations, as recited below; 
however, Page does disclose, 

"an "a priori" mean square estimation error is computed as a function of rate correlation 
time, previous mean square estimation error computations, and the statistical effects of 
the previously-described residual noise" [column 18 lines 20-24]; 
Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "estimating a phase error associated with transmission of the 
training symbols over the QKD path," in the invention as disclosed by Wang for the purposes of 
deriving an optimal estimate of the central peak modulator voltage. 
Claim 3: 

Wang and Page disclose a method of controlling path length in a quantum cryptographic key 
distribution (QKD) system, and in Claim 2 above, but Wang does not explicitly disclose, 
"determining probabilities of detection events associated with the received training 
symbols," although Page does suggest detection and response to signal intensity, as 
recited below; 
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however, Page does disclose, 

- "the detection circuit means and responsive to the intensity signal for generating output 
signals corresponding at least in part to the rate of angular rotation" [column 26 lines 43- 
46]; 

Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "determining probabilities of detection events associated with 
the received training symbols," in the invention as disclosed by Wang for the purposes of 
deriving an optimal estimate of the central peak modulator voltage. 
Claim 4: 

Wang and Page disclose a method of controlling path length in a quantum cryptographic key 
distribution (QKD) system, and in Claim 3 above, but Wang does not explicitly disclose, 

- "estimating the phase error based on the determined probabilities," although Page does 
suggest estimation of error based on statistical effects, as recited below; 

however, Page does disclose, 

- "an "a priori" mean square estimation error is computed as a function of rate correlation 
time, previous mean square estimation error computations, and the statistical effects of 
the previously-described residual noise" [column 18 lines 20-24]; 

Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "estimating the phase error based on the determined 
probabilities," in the invention as disclosed by Wang for the purposes of deriving an optimal 
estimate of the central peak modulator voltage. 



Application/Control Number: 1 0/7 16,078 Page 1 5 

Art Unit: 2436 

Claim 5: 

Wang and Page disclose a method of controlling path length in a quantum cryptographic key 
distribution (QKD) system, and in Claim 2 above, but Wang does not explicitly disclose, 

- "controlling the length of the QKD path based on the estimated phase error," although 
Page does suggest utilizing a Kalman filter for providing better estimate to counter error 
due to noise, as recited below; 

however, Page does disclose, 

- "a sequential Kalman filter can provide optimal estimates of the true value of the 
modulator drive voltage corresponding to the central peak of the intensity signal S, even 
with substantially noisy measurements of this peak location" [column 17 lines 51-55]; 

Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "controlling the length of the QKD path based on the estimated 
phase error," in the invention as disclosed by Wang for the purposes of deriving an optimal 
estimate of the central peak modulator voltage. 
Claim 8: 

Wang and Page disclose a method of controlling path length in a quantum cryptographic key 
distribution (QKD) system, and in Claim 2 above, but Wang does not explicitly disclose, 

"employing at least one Kalman filter to estimate the phase error," although Page does 
suggest utilizing a Kalman filter for providing better estimate to counter error due to 
noise, as recited below; 
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however, Page does disclose, 

- "a sequential Kalman filter can provide optimal estimates of the true value of the 
modulator drive voltage corresponding to the central peak of the intensity signal S, even 
with substantially noisy measurements of this peak location" [column 17 lines 51-55]; 

Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "employing at least one Kalman filter to estimate the phase 
error," in the invention as disclosed by Wang for the purposes of deriving an optimal estimate of 
the central peak modulator voltage. 
Claim 9: 

Wang and Page disclose a method of controlling path length in a quantum cryptographic key 
distribution (QKD) system, and in Claim 4 above, but Wang does not explicitly disclose, 

- "performing a robust least squares estimation of the phase error using the determined 
probabilities," although Page does suggest utilizing a Kalman filter for providing better 
estimate to counter error due to noise, as recited below; 

however, Page does disclose, 



"a sequential Kalman filter can provide optimal estimates of the true value of the 
modulator drive voltage corresponding to the central peak of the intensity signal S, even 
with substantially noisy measurements of this peak location" [column 17 lines 51-55]; 
Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "performing a robust least squares estimation of the phase error 
using the determined probabilities," in the invention as disclosed by Wang for the purposes of 
deriving an optimal estimate of the central peak modulator voltage. 
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Claim 52: 

Wang discloses a method of controlling a length of a path in a quantum cryptographic key 
distribution (QKD) system comprising, 

- "receiving one or more (symbols) that indicate that a subsequent sequence of (symbols) 
comprises (training symbols)" (i.e. "First, the sender 202 uses the detection of the first 
and second idler beam (il, i2) photons by the idler beam single-photon detector 220 as a 
condition for a successful communication. . . a successful detection of a first and second 
idler beam (il, i2) photon by the idler beam detector 220") [page 4 para 33]; 

but, Wang does not explicitly disclose, 

- "symbols" and "training symbols," although Wang does suggest utilizing specialized 
photons for feedback and adjusting phase change, as recited below; 

- "determining probabilities associated with a plurality of detection events," although Page 
does suggest error computation and statistical effects of residual noise, as recited below; 
"the plurality of detection events being associated with the training symbols received 
over the path in the QKD system via quantum cryptographic mechanisms," although 
Page does suggest a detection circuit responsive to a signal, as recited below; 
"controlling the length of the path based on the determined probabilities," although Page 
does suggest utilizing a Kalman filter to provide optimal estimation techniques for a 
signal, as recited below; 

however, Wang does disclose, 

- "a first or second signal beam (si, s2) photon. . . phase change is adjusted" [page 4 para 
33&34]; 
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whereas, Page does disclose, 

- "an "a priori" mean square estimation error is computed as a function of rate correlation 
time, previous mean square estimation error computations, and the statistical effects of 
the previously-described residual noise" [column 18 lines 20-24]; 

"the detection circuit means and responsive to the intensity signal for generating output 
signals corresponding at least in part to the rate of angular rotation" [column 26 lines 43- 
46]; 

- "a sequential Kalman filter can provide optimal estimates of the true value of the 
modulator drive voltage corresponding to the central peak of the intensity signal S, even 
with substantially noisy measurements of this peak location" [column 17 lines 51-55]; 

Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "symbols" and "training symbols" and "determining 
probabilities associated with a plurality of detection events" and "the plurality of detection 
events being associated with the training symbols received over the path in the QKD system via 
quantum cryptographic mechanisms" and "controlling the length of the path based on the 
determined probabilities," in the invention as disclosed by Wang for the purposes of deriving an 
optimal estimate of the central peak modulator voltage and in order to provide optical 
communications error correction. 
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Claim 53: 

Wang and Page disclose a method of controlling a length of a path in a quantum cryptographic 
key distribution (QKD) system, as in Claim 52 above, but Wang does not explicitly disclose, 

- "the probabilities comprise conditional probabilities," although Page does suggest error 
computation and statistical effects of residual noise, as recited below; 

however, Page does disclose, 

- "the statistical effects of the previously-described residual noise" [column 18 lines 23- 
24]; 

Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "the probabilities comprise conditional probabilities," in the 
invention as disclosed by Wang for the purposes of deriving an optimal estimate of the central 
peak modulator voltage and in order to provide optical communications error correction. 
Claim 54: 

Wang and Page disclose a method of controlling a length of a path in a quantum cryptographic 
key distribution (QKD) system, as in Claim 52 above, but Wang does not explicitly disclose, 
"estimating a phase error based on the determined probabilities," although Page does 
suggest error computation and statistical effects of residual noise, as recited below; 
however, Page does disclose, 

"an "a priori" mean square estimation error is computed as a function of rate correlation 
time, previous mean square estimation error computations, and the statistical effects of 
the previously-described residual noise" [column 18 lines 20-24]; 
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Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "estimating a phase error based on the determined 
probabilities," in the invention as disclosed by Wang for the purposes of deriving an optimal 
estimate of the central peak modulator voltage and in order to provide optical communications 
error correction. 
Claim 55: 

Wang and Page disclose a method of controlling a length of a path in a quantum cryptographic 
key distribution (QKD) system, as in Claim 54 above, but Wang does not explicitly disclose, 

"controlling the path length of the QKD path further based on the estimated phase error," 
although Page does suggest error computation and statistical effects of residual noise, as 
recited below; 
however, Page does disclose, 



"a sequential Kalman filter can provide optimal estimates of the true value of the 
modulator drive voltage corresponding to the central peak of the intensity signal S, even 
with substantially noisy measurements of this peak location" [column 17 lines 51-55]; 
Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "controlling the path length of the QKD path further based on 
the estimated phase error," in the invention as disclosed by Wang for the purposes of deriving an 
optimal estimate of the central peak modulator voltage and in order to provide optical 
communications error correction. 
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Claim 56: 

Wang and Page disclose a method of controlling a length of a path in a quantum cryptographic 
key distribution (QKD) system, as in Claim 54 above, but Wang does not explicitly disclose, 

- "performing a least squares estimation of the phase error using the determined 
probabilities," although Page does suggest error computation and statistical effects of 
residual noise, as recited below; 

however, Page does disclose, 

- "an "a priori" mean square estimation error is computed as a function of rate correlation 
time, previous mean square estimation error computations, and the statistical effects of 
the previously-described residual noise" [column 18 lines 20-24]; 

Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "performing a least squares estimation of the phase error using 
the determined probabilities," in the invention as disclosed by Wang for the purposes of deriving 
an optimal estimate of the central peak modulator voltage and in order to provide optical 
communications error correction. 
Claim 57: 

Wang and Page disclose a method of controlling a length of a path in a quantum cryptographic 
key distribution (QKD) system, as in Claim 54 above, but Wang does not explicitly disclose, 
"employing at least one Kalman filter to estimate the phase error," although Page does 
suggest error computation and statistical effects of residual noise, as recited below; 
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however, Page does disclose, 

- "a sequential Kalman filter can provide optimal estimates of the true value of the 

modulator drive voltage corresponding to the central peak of the intensity signal S, even 

with substantially noisy measurements of this peak location" [column 17 lines 51-55]; 

Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 

applicant's invention to include, "employing at least one Kalman filter to estimate the phase 

error," in the invention as disclosed by Wang for the purposes of deriving an optimal estimate of 

the central peak modulator voltage and in order to provide optical communications error 

correction. 

Claim 58: 

Wang and Page disclose a method of controlling a length of a path in a quantum cryptographic 
key distribution (QKD) system, as in Claim 54 above, but Wang does not explicitly disclose, 
"performing a robust least squares estimation of the phase error using the determined 
probabilities," although Page does suggest error computation and statistical effects of 
residual noise, as recited below; 
however, Page does disclose, 

"a sequential Kalman filter can provide optimal estimates of the true value of the 
modulator drive voltage corresponding to the central peak of the intensity signal S, even 
with substantially noisy measurements of this peak location" [column 17 lines 51-55]; 
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Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "performing a robust least squares estimation of the phase error 
using the determined probabilities," in the invention as disclosed by Wang for the purposes of 
deriving an optimal estimate of the central peak modulator voltage and in order to provide 
optical communications error correction. 
Claim 60: 

Wang discloses a quantum cryptographic key distribution (QKD) endpoint comprising, 

- "a QKD receiver configured to receive a sequence of (symbols) transmitted over a QKD 
path via quantum cryptographic mechanisms" (i.e. "First, the sender 202 uses the 
detection of the first and second idler beam (il, i2) photons by the idler beam single- 
photon detector 220 as a condition for a successful communication. . . a successful 
detection of a first and second idler beam (il, i2) photon by the idler beam detector 220") 
[page 4 para 33]; 

"a phase shifting element disposed on the QKD path" (i.e. "When there is a discrepancy, 
the necessary phase change is adjusted to ensure that the encryption key string 
transmission occurs at a higher successful rate") [page 4 para 34]; 
but, Wang does not explicitly disclose, 

"symbols" and "training symbols," although Wang does suggest utilizing specialized 
photons for feedback and adjusting phase change, as recited below; 
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"processing logic configured to: determine, based on determining that the sequence of 
symbols corresponds to a sequence of training symbols, conditional probabilities 
associated with a plurality of detection events," although Page does suggest error 
computation and statistical effects of residual noise, as recited below; 
"the plurality of detection events being associated with the sequence of symbols," 
although Page does suggest a detection circuit responsive to a signal, as recited below; 
"processing logic configured to: adjust the phase shifting element to control a length of 
the QKD path based on the determined conditional probabilities," although Page does 
suggest utilizing a Kalman filter to provide optimal estimation techniques for a signal, as 
recited below; 
however, Wang does disclose, 

- "a first or second signal beam (si , s2) photon. . . phase change is adjusted" [page 4 para 
33&34]; 

whereas, Page does disclose, 

- "an "a priori" mean square estimation error is computed as a function of rate correlation 
time, previous mean square estimation error computations, and the statistical effects of 
the previously-described residual noise" [column 18 lines 20-24]; 

"the detection circuit means and responsive to the intensity signal for generating output 
signals corresponding at least in part to the rate of angular rotation" [column 26 lines 43- 
46]; 
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"a sequential Kalman filter can provide optimal estimates of the true value of the 
modulator drive voltage corresponding to the central peak of the intensity signal S, even 
with substantially noisy measurements of this peak location" [column 17 lines 51-55]; 
Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "symbols" and "training symbols" and "processing logic 
configured to: determine, based on determining that the sequence of symbols corresponds to a 
sequence of training symbols, conditional probabilities associated with a plurality of detection 
events" and "the plurality of detection events being associated with the sequence of symbols" 
and "processing logic configured to: adjust the phase shifting element to control a length of the 
QKD path based on the determined conditional probabilities," in the invention as disclosed by 
Wang for the purposes of deriving an optimal estimate of the central peak modulator voltage and 
in order to provide optical communications error correction. 
Claims 61 & 62: 

Wang discloses a computer-readable memory device containing instructions configured to 
control at least one processor to perform a method of controlling a length of a path in a quantum 
cryptographic key distribution (QKD) system and a system configured to control a length of a 
path in a quantum cryptographic key distribution (QKD) system comprising, 

"means for receiving one or more symbols that indicate that a subsequent sequence of 
symbols comprises training symbols" (i.e. "First, the sender 202 uses the detection of the 
first and second idler beam (il, i2) photons by the idler beam single-photon detector 220 
as a condition for a successful communication. . . a successful detection of a first and 
second idler beam (il, i2) photon by the idler beam detector 220") [page 4 para 33]; 
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but, Wang does not explicitly disclose, 

- "symbols" and "training symbols," although Wang does suggest utilizing specialized 
photons for feedback and adjusting phase change, as recited below; 

- "determining probabilities associated with a plurality of detection events," although Page 
does suggest error computation and statistical effects of residual noise, as recited below; 

- "the plurality of detection events being associated with the training symbols received 
over the path in the QKD system via quantum cryptographic mechanisms," although 
Page does suggest a detection circuit responsive to a signal, as recited below; 
"controlling the length of the path based on the determined probabilities," although Page 
does suggest utilizing a Kalman filter to provide optimal estimation techniques for a 
signal, as recited below; 

however, Wang does disclose, 



- "a first or second signal beam (si , s2) photon. . . phase change is adjusted" [page 4 para 
33&34]; 
whereas, Page does disclose, 



"an "a priori" mean square estimation error is computed as a function of rate correlation 
time, previous mean square estimation error computations, and the statistical effects of 
the previously-described residual noise" [column 18 lines 20-24]; 
"the detection circuit means and responsive to the intensity signal for generating output 
signals corresponding at least in part to the rate of angular rotation" [column 26 lines 43- 



46]; 
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"These detections can be accomplished by means of conventional methods such as "curve 
fitting" utilizing the principles of "linear least squares" as commonly known in the art" 
[column 16 lines 51-54]; 
Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "symbols" and "training symbols" and "determining 
probabilities associated with a plurality of detection events" and "the plurality of detection 
events being associated with the training symbols received over the path in the QKD system via 
quantum cryptographic mechanisms" and "controlling the length of the path based on the 
determined probabilities," in the invention as disclosed by Wang for the purposes of deriving an 
optimal estimate of the central peak modulator voltage and in order to provide optical 
communications error correction. 

6. Claims 14-17, 28-32, & 42-44 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Wang (US-20030002670-A1) in view of AhnetaL (US-6 160627- A). 
Claims 14-17: 

Wang discloses a method of automatically controlling a path length in a quantum cryptographic 
key distribution system, the path comprising a first interferometer and a second interferometer, 
as in Claim 13 above, but, Wang does not explicitly disclose, 

"the phase shifting element comprises a fiber stretcher," although Ahn et al. does suggest 

a fiber stretcher, as recited below; 

"adjusting a voltage applied to the fiber stretcher based on the symbols transmitted over 
the path," although Ahn et al. does suggest a fiber stretcher, as recited below; 
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"the phase shifting element comprises a phase modulator," although Ahn et al. does 
suggest a fiber stretcher connected with two light paths of an interferometer, as recited 
below; 

- "adjusting a voltage applied to the phase modulator based on the training symbols 
transmitted over the path," although Ahn et al. does suggest an optical fiber phase 
modulator, as recited below; 

however, Ahn et al. does disclose, 

- "an optical fiber phase modulator (fiber stretcher) 40 connected with two light paths of 
the interferometer between the first and second optical fiber couplers" [column 3 lines 



Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "the phase shifting element comprises a fiber stretcher" and 
"adjusting a voltage applied to the fiber stretcher based on the symbols transmitted over the 
path" and "the phase shifting element comprises a phase modulator" and "adjusting a voltage 
applied to the phase modulator based on the training symbols transmitted over the path," in the 
invention as disclosed by Wang for the purposes of providing a means for phase modulation. 
Claims 28-32: 

Wang discloses a method of automatically controlling a path length in a quantum cryptographic 
key distribution (QKD) system, as in Claim 27 above, but, Wang does not explicitly disclose, 

"the feedback system comprises a phase shifting element," although Ahn et al. does 

suggest a phase modulator, as recited below; 



17-19]; 
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"the phase shifting element comprises a fiber stretcher," although Ahn et al. does suggest 
a fiber stretcher, as recited below; 

"adjusting a voltage applied to the fiber stretcher based on the training symbols 
transmitted over the path," although Ahn et al. does suggest a fiber stretcher, as recited 
below; 

- "the phase shifting element comprises a phase modulator," although Ahn et al. does 
suggest a fiber stretcher connected with two light paths of an interferometer, as recited 
below; 

"adjusting a voltage applied to the phase modulator based on the training symbols 
transmitted over the path," although Ahn et al. docs suggest an optical fiber phase 
modulator, as recited below; 
however, Ahn et al. does disclose, 

"an optical fiber phase modulator (fiber stretcher) 40 connected with two light paths of 
the interferometer between the first and second optical fiber couplers" [column 3 lines 
17-19]; 

Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "the feedback system comprises a phase shifting element" and 
"the phase shifting element comprises a fiber stretcher" and "adjusting a voltage applied to the 
fiber stretcher based on the training symbols transmitted over the path" and "the phase shifting 
element comprises a phase modulator" and "adjusting a voltage applied to the phase modulator 
based on the training symbols transmitted over the path," in the invention as disclosed by Wang 
for the purposes of providing a means for phase modulation. 
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Claims 42-44: 

Wang discloses a method of automatically controlling a path length in a quantum cryptographic 
key distribution (QKD) system, as in Claim 27 above, but, Wang does not explicitly disclose, 

- "the feedback system comprises a phase shifting element," although Ahn et al. does 
suggest a phase modulator, as recited below; 

- "the phase shifting element comprises a fiber stretcher," although Ahn et al. does suggest 
a fiber stretcher, as recited below; 

- "the phase shifting element comprises a phase modulator," although Ahn et al. does 
suggest a fiber stretcher connected with two light paths of an interferometer, as recited 
below; 

however, Ahn et al. does disclose, 

- "an optical fiber phase modulator (fiber stretcher) 40 connected with two light paths of 
the interferometer between the first and second optical fiber couplers" [column 3 lines 



Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "the feedback system comprises a phase shifting element" and 
"the phase shifting element comprises a fiber stretcher" and "the phase shifting element 
comprises a phase modulator," in the invention as disclosed by Wang for the purposes of 
providing a means for phase modulation. 



17-19]; 
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7. Claims 18-21, 23, 24, 33-36, 39, & 45-50 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Wang (US-20030002670-A1) in view of Ahnet al. (US-6160627-A) and in 
view of in view of Page (US-5 157461 -A). 
Claims 18-21, 23, & 24: 

Wang and Ahn et al. disclose a method of automatically controlling a path length in a quantum 
cryptographic key distribution system, the path comprising a first interferometer and a second 
interferometer, as in Claim 13 above, but, their combination do not explicitly disclose, 

- "estimating a phase error associated with symbols transmitted over the path," although 
Page does suggest estimation error computations, as recited below; 

- "determining probabilities of detection events associated with the symbols transmitted 
over the path," although Page does suggest estimation error computations, as recited 
below; 

"estimating the phase error based on the determined probabilities," although Page does 
suggest estimation error computations, as recited below; 

- "the phase shifting element is automatically adjusted to control the path length further 
based on the estimated phase error," although Page does suggest estimation error 
computations, as recited below; 

"employing at least one Kalman filter to estimate the phase error," although Page does 
suggest estimation error computations utilizing a Kalman filter, as recited below; 
"performing a robust least squares estimation of the phase error using the determined 
probabilities," although Page does suggest square estimation error computations, as 
recited below; 
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however, Page does disclose, 

- "an "a priori" mean square estimation error is computed as a function of rate correlation 
time, previous mean square estimation error computations, and the statistical effects of 
the previously-described residual noise" [column 18 lines 20-24]; 

"the detection circuit means and responsive to the intensity signal for generating output 
signals corresponding at least in part to the rate of angular rotation" [column 26 lines 43- 
46]; 

- "a sequential Kalman filter can provide optimal estimates of the true value of the 
modulator drive voltage corresponding to the central peak of the intensity signal S, even 
with substantially noisy measurements of this peak location" [column 17 lines 51-55]; 

Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "estimating a phase error associated with symbols transmitted 
over the path" and "determining probabilities of detection events associated with the symbols 
transmitted over the path" and "estimating the phase error based on the determined probabilities" 
and "the phase shifting element is automatically adjusted to control the path length further based 
on the estimated phase error" and "employing at least one Kalman filter to estimate the phase 
error" and "performing a robust least squares estimation of the phase error using the determined 
probabilities," in the invention as disclosed by Wang and Ahn et al. for the purposes of deriving 
an optimal estimate of the central peak modulator voltage and in order to provide optical 
communications error correction. 
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Claims 33-36 & 39: 

Wang and Ahn et al. disclose a method of automatically controlling a path length in a quantum 
cryptographic key distribution (QKD) system, as in Claim 27 above, but, their combination do 
not explicitly disclose, 

"estimating a phase error associated with symbols transmitted over the path," although 

Page does suggest estimation error computations, as recited below; 

"determining probabilities of detection events associated with the symbols transmitted 

over the path," although Page does suggest estimation error computations, as recited 

below; 

- "estimating the phase error based on the determined probabilities," although Page does 
suggest estimation error computations, as recited below; 

- "the phase shifting element is automatically adjusted to control the path length further 
based on the estimated phase error," although Page does suggest estimation error 
computations, as recited below; 

- "performing a robust least squares estimation of the phase error using the determined 
probabilities," although Page does suggest square estimation error computations, as 
recited below; 

however, Page does disclose, 

"an "a priori" mean square estimation error is computed as a function of rate correlation 
time, previous mean square estimation error computations, and the statistical effects of 
the previously-described residual noise" [column 18 lines 20-24]; 
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"the detection circuit means and responsive to the intensity signal for generating output 
signals corresponding at least in part to the rate of angular rotation" [column 26 lines 43- 
46]; 

- "a sequential Kalman filter can provide optimal estimates of the true value of the 

modulator drive voltage corresponding to the central peak of the intensity signal S, even 
with substantially noisy measurements of this peak location" [column 17 lines 51-55]; 
Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "estimating a phase error associated with symbols transmitted 
over the path" and "determining probabilities of detection events associated with the symbols 
transmitted over the path" and "estimating the phase error based on the determined probabilities" 
and "the phase shifting clement is automatically adjusted to control the path length further based 
on the estimated phase error" and "performing a robust least squares estimation of the phase 
error using the determined probabilities," in the invention as disclosed by Wang and Ahn et al. 
for the purposes of deriving an optimal estimate of the central peak modulator voltage and in 
order to provide optical communications error correction. 
Claims 45-50: 

Wang and Ahn et al. disclose a quantum cryptographic key distribution (QKD) endpoint, as in 

Claim 13 above, but, their combination do not explicitly disclose, 

"estimate a phase error associated with the symbols transmitted over the QKD path based 
on the received symbols," although Page does suggest estimation error computations, as 
recited below; 
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"determine probabilities of detection events associated with the symbols transmitted over 
the QKD path," although Page does suggest estimation error computations, as recited 
below; 

- "estimating the phase error based on the determined probabilities," although Page does 
suggest square estimation error computations, as recited below; 

- "the estimation system comprises a least squares estimator," although Page does suggest 
estimation error computations, as recited below; 

- "the estimation system comprises at least one Kalman filter," although Page does suggest 
estimation error computations utilizing a Kalman filter, as recited below; 

- "estimation system comprises a robust least squares estimator," although Page does 
suggest square estimation error computations, as recited below; 

however, Page does disclose, 

"an "a priori" mean square estimation error is computed as a function of rate correlation 

time, previous mean square estimation error computations, and the statistical effects of 

the previously-described residual noise" [column 18 lines 20-24]; 

"the detection circuit means and responsive to the intensity signal for generating output 

signals corresponding at least in part to the rate of angular rotation" [column 26 lines 43- 

46]; 

"a sequential Kalman filter can provide optimal estimates of the true value of the 
modulator drive voltage corresponding to the central peak of the intensity signal S, even 
with substantially noisy measurements of this peak location" [column 17 lines 51-55]; 
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Therefore, it would have been obvious for one of ordinary skill in the art at the time of the 
applicant's invention to include, "estimate a phase error associated with the symbols transmitted 
over the QKD path based on the received symbols" and "determine probabilities of detection 
events associated with the symbols transmitted over the QKD path" and "estimating the phase 
error based on the determined probabilities" and "the estimation system comprises a least 
squares estimator" and "the estimation system comprises at least one Kalman filter" and 
"estimation system comprises a robust least squares estimator," in the invention as disclosed by 
Wang and Ahn et al. for the purposes of deriving an optimal estimate of the central peak 
modulator voltage and in order to provide optical communications error correction. 

Response to Arguments 

8. Applicant's arguments with respect to claims 1-62 have been considered but are moot in 
view of the new ground(s) of rejection as necessitated by the applicants' amendments. 

Conclusion 

9. The prior art made of record and not directly relied upon is considered pertinent to the 
applicant's disclosure. 

a. Hughes et al. ("Practical quantum key distribution over a 48-km optical fiber 
network") - quantum key distribution in fiber optic network with adjustment of path 
length; 
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b. Dultz et al. (US-6430345-B 1) - path length adjustments but not using 
"symbols/frames" language, suggests details on phase shifting and other 
noise/interference mitigation/correction techniques; 

c. Gisin et al. (US-6438234-B 1) - path length adjustments but not using 
"symbols/frames" language, suggests details on phase shifting and other 
noise/interference mitigation/correction techniques; 

10. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Examiner Oscar Louie whose telephone number is 571-270-1684. 
The examiner can normally be reached Monday through Thursday from 7:30 AM to 4:00 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nasser Moazzami, can be reached at 571-272-4195. The fax phone number for 
Formal or Official faxes to Technology Center 2400 is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private 
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you 
would like assistance from a USPTO Customer Service Representative or access to the 
automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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